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1. Intoduction ï SeCube4 GRC 

The documentation includes a description of the system, installation, and operation of the SeCube4 GRC 

application. Each section is in a separate chapter. 

 

- System description: this chapter describes the logical structure and operation of SeCube4 

- Installation: this chapter is a step-by-step description for administrators to install and run the 

applicaition in one or more node designs 

- ¦zemeltet®si le²r§s: this chapter contains a number of important descriptions and troubleshooting 

solutions for application operators 
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2. SeCube4 system description 

2.1. Business purpose 

SeCube4 is a modular GRC application that enables an organization's information security management 

system (ISMS) to be created, transparent, and manageable. It supports the controlled and efficient 

implementation, output product generation, reporting and ongoing maintenance of the following key 

activities in a single framework: 

¶ CMDB 

¶ Rysk analysis and management 

¶ BIA 

¶ BCP 

¶ DRP 

¶ BCM 

¶ Audit&Compliance 

¶ Internal compliance inspections 

¶ Critical infrastructure and infomarion security L. legal compliance survey, Official reporting, 

maintenance 

¶ ISO27001 maintenance 

¶ GDPR records and privacy impact analysis 

2.2. Software architecture 

The client interface of the SeCube4 line-of-business application is a Single Page Application running in a 

browser. Accordingly, the static files required to run it are downloaded when the application is started and 

are not retrieved again during operation. After initialization, the application basically communicates with 

the server side via HTTP web API calls. Web API calls have unique request header and cookie parameters. 

The design of the software allows for multi-node operation if the load justifies it. 

In terms of load, it does not matter how many different users there are in the database, the load depends 

on the number of parallel user sessions. 

Factors that fundamentally affect response times: 

¶ response times depend ont eprojects, inventory, complaince packages, etc. used in the session 

complexity (even for a single user session) 

¶ whether the sessions contain a read-only or write operation 

¶ whether aprallel sessions take place in the same or different projects and modules 

In the case of a multi-node infrastructure, the load-balancing logic of the installed load-balancer influences 

how the overall performance of the system changes in which load scenarios. The load distribution logic 

can be anything within the capabilities of the applied load balancer. 
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Important!: The multi-node design performs load balancing between each application server, but does 

not provide redundancy! 

2.3. Runtime software architecture 

SeCube4 software architecture, runtime perpspective: 

 

Software enviroment, infrastructure software: 

¶ MS Windows server operating system 

¶ MS SQL database software 

¶ MS IIS webserver 

¶ .net Framework applicationg running framework 

¶ Client side browser 

¶ MS URL Rewrite IIS Extension load balancer tool 

 

The components in the system rely on different software platforms and framework services. The web 

components that implement the user interfaces are served by the components of the application server 

implemented in the ASP.NET framework. Components that provide business logic and data access use 

the features of the .NET Framework. The database is managed by the SQL server and handles requests 

from components running on the application server. 
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2.4. Horizontally scalable web application and transaction management 

The server-side web application layer is horizontally scalable, load balancer using load distributed. 
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2.5. Developer stack 

 

2.6. File storage in Secube 

In the software, users can upload documents and files. This function is accessed through the Governance 

module / Documents menu: 

 

 

By using the default settings, after uploading, the software creates a subdirectory (where the file was 

uploaded) in the "Upload" folder in the SeCube website directory, containing the unique identifier of the 

Governance module(where the file was uploaded):   
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Stores the data in this directory in files with the extension ".resx". By using this extension, you ensure that 

files can only be downloaded through SeCube's permission system, because IIS makes ".resx" files 

unavailable. Before downloading, the software performs a full business logic level privilege check. 

 

You can change the location of the "Upload" folder by following the entry in the web.config file in the web 

directory: 

<add key="FileStorageRoot" value="\\Computer\Share" /> 

If you set this parameter, the "Upload" folder is created under FileStorageRoot. 

2.7. Implemented load balancer strategies 

The following section describes the load balancer strategies implemented within SeCube4 and their effects 

on the resources of each server. 

2.7.1. random / round-robin 

1. For many users, when everyone is working on a project: 

¶ cpu / io load is distributed among the nodes 

¶ memory load allocation is not relevant in this scenario 

¶ modifications to the target project must be replicated to all nodes 

¶ increases throughput for read operations 

¶ does not increase the throughput of write opretaions 

2. For many users, when everyone is working on different projects: 

1. cpu / io load is distributed among the nodes 

2. memory load is not distributed, all nodes must store all projectsa  

3. changes made to the target project must be replicated to all nodes 

4. olvas§si mŤveletek eset®n nºveli az §teresztŖk®pess®get 

file://///Computer/Share
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5. also increases throughput somewhat in the case of write operations, but the time required 

for replication operations somewhat impairs its efficiency 

3. Sandbox affinity required? 

6. yes, requests for a given sandbox must run on the same node 

2.7.2. user (session) affinity 

1. For many users, when everyone is working on a project: 

¶ cpu / io load is distributed among the nodes 

¶ memory load allocation is not relevant in this scenario 

¶ modifications to the target project must be replicated to all nodes 

¶ Increases throughput for read operations 

¶ does not increase the throughput of write operations 

2. For many users, when everyone is working on different projects: 

¶ cpu / io terhel®s eloszlik a node-ok kºzºtt 

¶ mem·ria terhel®s eloszlik a node-ok kºzºtt 

¶ a c®l projekteken v®gzett m·dos²t§soknak nem kell azonnal replik§l·dni az ºsszes node-

ra, mert az adott projektre vonatkoz· kºvetkezŖ k®r®s ugyanatt·l a user-tŖl fog ®rkezni, 

ez pedig ugyanarra a node-ra fog befutni 

¶ olvas§si mŤveletek eset®n nºveli az §teresztŖk®pess®get 

¶ ²r§si mŤveletek eset®n is nºveli az §teresztŖk®pess®get 

2.7.3. projekt affinit§s 

1. Sok felhaszn§l· eset®n, mikor mindenki egy projekten dolgozik: 

¶ cpu / io the load is not distributed among the nodes 

¶ memory load allocation is not relevant in this scenario 

¶ changes made to the target project do not need to be replicated to all nodes 

¶ does not increase throughput for read operations 

¶ does not increase the throughput of write operations 

2. For many users, when everyone is working on different projects: 

¶ the load is distributed among the nodes 

¶ memory load is distributed among the nodes 

¶ changes to target projects do not need to be replicated to all nodes because the next 

request for that project will run to the same node 

¶ Increases throughput for read operations 

¶ Increases throughput even for write operations 
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2.8. Performance 

In terms of load, it does not matter how many different users there are in the database, the load depends 

on the number of parallel user sessions. 

Factors that fundamentally affect response times: 

¶ response times depend on the projects, inventory, compliance packages, etc. used in the session. 

complexity (even for a single user session) 

¶ whether the sessions contain read-only or write operations 

¶ whether the sessions take place in the same or different projects and modules 

2.8.1. Reference test (minimum) 

Reference test on virtual servers with minimal hardware requirements and parameters: 

SeCube application server: 

¶ 4 dedicated processor cores 

¶ 8 GB memory 

150 GB/sec, 3500 IOPS storage HDD 

SQL server: 

¶ 2 dedicated processor cores 

¶ 4 GB memory 

¶ 150 GB/sec, 3500 IOPS storage HDD 

Based on reference tests, the system is able to serve the following sessions without users experiencing a 

noticeable slowdown:: 

2.8.1.1. A maximum of 20 users work on the same project at a time, recording 
data 

When you record an inventory, the system saves the changes, then retrieves and validates the fresh 
data. 
 
The figure shows the turnaround time for user interactions during the performance test. the three 
different colored areas represent the shortest, longest, and mean (median) lead times. 
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2.8.1.2. Up to 50 users work and record data in a separate project at a time 

 

In the case where the user does not perform a write operation (e.g., save and delete) but performs a 
read-only operation, no slowdown is experienced. 
 
It can be seen from the figure that the average value during the above load did not exceed 2 seconds 
and the longest waiting time did not exceed the limit of 4 seconds. 

 

 

2.8.2. Summary 

For optimal performance, it is recommended that the application and database servers be run on separate 

virtual or physical machines. Otherwise, IIS and SQL services may be heavily resource intensive (CPU, 

HDD, memory) under heavy load. This results in long response times, which leads to system slowdowns. 

Concurrent operations (read-only or data-recording in different projects) can be scaled upwards by 

increasing the number and speed of servers' cores and expanding memory and disks. 

2.8.3. Reference test (advanced) 

With the expansion of the application and SQL servers, the test results are modified as follows: 

 SeCube application server: 

¶ 8 dedicated processor cores 
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¶ 16 GB memory 

¶ 150 GB/sec, 3500 IOPS storage HDD 

SQL server: 

¶ 4 dedicated processzor cores 

¶ 8 GB memory 

¶ 150 GB/sec, 3500 IOPS storage HDD 

2.8.3.1. Browse inventory data with 80 users within a project 

In this case, the average response times are between 1-1.5 seconds 

 

2.8.3.2. Edit inventory data with 30 users within a project 

In this case, the average response time is less than half a second. 

 

2.8.3.3. Capture inventory data with 80 users in various projects 

In this case, the average response times are between half and one second.  
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2.8.4. Summary ï more nodes 

If it is not possible to expand the application server, horizontal scaling can be applied by introducing a 

multi-application node infrastructure. Then the theoretical maximum is reached when the requests of the 

application servers can no longer be served by the SQL server. In this case, you need a secondary SQL 

server to which some of the requests can be redirected. 

For a multi-node infrastructure, the load distribution logic of the deployed load-balancer influences how 

the overall performance of the system changes under which load scenarios. The load distribution logic can 

be selected according to the capabilities of the load balancer used. 

Important !: The multi-node design distributes the load between each application server, but 
does not provide redundancy! 

2.9. Basic securitiy settings 

This section contains the security settings that are encrypted by default in SeCube4. 

2.9.1. Store user password in the database 

SeCube users do not store their passwords, only their hash code is stored in the database (cannot be 
decrypted). The hash code is generated using the MD5 algorithm, with the salt value burned into the 
server-side program code. For AD authentication, users' AD passwords are not stored. 

2.9.2. User password requirements 

Password requirements forced during FORM authentication: 

¶ 12 character lenght minimum 

¶ complexity: contain at least one number 

¶ Black list: simple password, user and / or email address, secube word 

 

In case of AD authentication, the corporate AD group policy prevails. 
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2.9.3. Password reset link 

On the login page (in case of FORM authentication), a password reset link can be requested in case of a 

forgotten password. The password reset link is sent to the specified address: 

- only send to registered email address 
- does not notify the user if you enter a wrong email address 
- the password reset link (token) sent is valid for 1 hour 
- If there is a valid token, the system will not generate a new one, it will send the existing one to the 

user if more than one request is received. 

2.9.4. Login brute force protection 

In the case of FORM authentication, brute force attack protection can be configured for login requests in 

the Secube system. The IP addresses for successful and unsuccessful login attempts to the system are 

stored, thus limiting the system's response time to login in proportion to the number of unsuccessful 

attempts from the same IP address and / or account. To activate the function, open the web.config file 

in the SeCube software folder and copy and set the following parameters in the <appSettings> section: 

 

<add key="BruteForceProtection_Enabled" value="true" /> 

<add key="BruteForceProtection_BanUserNameEnabled" value="true" />: The parameter can be used 

to disable the user's name in addition to the client's IP address. 

<add key="BruteForceProtection_MaxToleratedAttempts" value="5" /> : The value set here determines 

how many incorrect logins the SeCube allows from a given IP address. 

<add key="BruteForceProtection_PenaltySeconds" value="5" />: The value set here determines the 

amount of delay between logins. 

<add key="ClientAddress_HeaderName" value="X-Forwarded-For" />  

<add key="ClientAddress_AddressChain_Separator" value="," />: In the case of a system running behind 

a proxy or load balancer server, this value determines which IP address the SeCube considers an external 

IP address. 

<add key="ClientAddress_AddressChain_Index" value="1" />: In the case of a system running behind a 

proxy or load balancer server, this value determines which IP address the SeCube considers an external IP 

address. 

 

2.9.5. Password reset brute force protection 

The system follows the procedure used for login brute force protection. 

2.9.6. Cookie management 

SeCube4 uses two types of browser cookies: 
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1. SeCubeV4Session: Browser session ID, identifies the connection made from that browser, starts when 

the SeCube page is opened, and lasts as long as the page is open. If the user logs out without closing the 

browser, no new session will be started. 

2. SeCubeV4Auth: 

The token containing the identity of the successfully identified user is created only in the case of Form 

authentication, it is not created in the case of Windows AD authetnication. If you select the "Remember" 

option, the user's cookie life will exceed the lifetime of the connection. This allows the user to re-identify 

themselves during the cookie's validity period, even if they close the browser in the meantime. The default 

lifetime of the cookie is 1 week, if necessary, you can change it in the following line of the web.config file: 

<forms loginUrl="webclient/" name="SeCubeV4Auth" protection="All" timeout="10800" 

defaultUrl="~/Default.aspx" cookieless="UseCookies" /> 

Features: 

o interpreted only for Forms authentication (SeCube own), for Windows authentication it is 
not taken into account and is not created by the system 

o the token containing the identity of a user who has successfully identified itself 

o after successful authentication, the server sends it to the browser so that the user does not 
have to re-identify itself with each request 

o in the case of the "remember me" option, the lifetime of this cookie exceeds the lifetime of 
the session / connection, this means that the user does not have to re-identify himself during 
the validity of the cookie, even if he closes the browser in the meantime 

o lifetime can be set from web.config. By default setting: 1 week 

o User explicit logout, exit button in SeCube (click to exit): Cookie will be deleted from the 
browser. 

2.9.7. MS Excel Addin communication 

The MS Excel addin is signed with a market code signing certificate. Communication is via HTTPS / SSL 
encryption with the application server (similar to a browser), with support for the following security 
protocols: SSL V3, TLS, TLS 1.1, TLS 1.2. 

2.9.8. SeCube Store authentication 

Logging in from the SeCube system to the SeCube Store system is done using a short-term (5-minute) 
JWT token generated by the SeCube system and validated by the SeCube Store system, which includes 
a digital signature. Authentication is done automatically using the license key information using the JWT 
procedure. During login, user data is not transferred, the Secube Store does not store user data, only the 
licensed company name is posted. 
 

JWT content description: 

HEADER: 

{  

  "alg": "HS256",  

  "typ": "JWT"  

}  

PAYLOAD: 
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{  

  "iat": 1599028353,  

  "tsx": 18627,  

  "sub": "  licence kulcs alapj§n " 

}  

 

¶ iat : issued at 

¶ token created day 

¶ number of seconds since 1970-01-01T00:00:00Z UTC 

 

¶ tsx : technical support expiry 

¶ product support expiritaion date  

¶ number of days since 1970-01-01 

 

¶ sub: subject 

¶ Client name (based on license key) 

¶ text 
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2.9.9. SeCube4 system logs 

The following table lists the LOG-events of the SeCube4 application: 

N Group Event CONST Security log example Authentication 

1 Access SessionEnd EVENT_NAME_SESSION_END 

Federi Zoard Bence (Administrator) 
eqk002ld2pzpbc0feqygwn54 the user session has 
been 
terminated by the server (Session_End). IP: 
212.108.255.126 FORM,AD 

2 Access UserAccess EVENT_NAME_USER_ACCESS 

Federi Zoard Bence (Administrator) estabilished 
connection with the server. 
Connection ID: dr0cwhyfc5ajhyfatoisq2sp. IP: 
212.108.255.126 FORM,AD 

3 Access UserLogin EVENT_NAME_USER_LOGIN 
Federi Zoard Bence (Administrator) logged in 
successfully. IP: 88.132.60.200 FORM 

4 Access UserLoginExcel EVENT_NAME_USER_LOGIN_EXCEL 
Federi Zoard Bence (Administrator) has been 
successfully authenticated via the Excel addin. IP: 
212.108.255.126 FORM,AD 

5 Access UserLoginFailed EVENT_NAME_USER_LOGIN_FAILURE Teszt Elek (User) login failed. IP: 212.108.201.212 FORM 

6 Access UserPasswordReset EVENT_NAME_USER_PASSWORD_RESET 
Federi Zoard Bence (Administrator) reset his 
password from IP: 88.132.60.200. FORM 

7 Access 
UserRequestPasswordReminde
r 

EVENT_NAME_USER_PASSWORD_REMINDER_REQUE
ST 

Federi Zoard Bence (Administrator) requested a 
password reminder from IP: 212.108.255.126. FORM 

8 
User 

managemen
t 

UserDelete EVENT_NAME_USER_DELETE Federi Zoard Bence (Administrator) deleted the 
teszt fz (User) user. - 

9 
User 

managemen
t 

UserInsert EVENT_NAME_USER_INSERT Federi Zoard (Administrator) created a new user. 
The new user is: eee eeee (Administrator) - 

10 
User 

managemen
t 

UserUpdate EVENT_NAME_USER_UPDATE Federi Zoard (Administrator) modified the profile 
of F Z (User) - 

11 Project ProjectGroupClone EVENT_NAME_PG_CLONE 
½ƻłǊŘ CŜŘŜǊƛ ό!ŘƳƛƴƛǎǘǊŀǘƻǊύ ŎƭƻƴŜŘ ŀ ǇǊƻƧŜŎǘ 
from ENG. - 

12 Project ProjectGroupDelete EVENT_NAME_PG_DELETE 
Federi Zoard Bence (Administrator) deleted the 
59aƽ ƪƭƽƴн ǇǊƻƧŜŎǘΦ - 

13 Project ProjectGroupExport EVENT_NAME_PG_EXPORT 
Federi Zoard Bence (Administrator) exported the 
project xml of Demo projekt v42. - 
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N Group Event CONST Security log example Authentication 

14 Project ProjectGroupImport EVENT_NAME_PG_IMPORT 
Federi Zoard Bence (Administrator) imported a 
ǇǊƻƧŜŎǘ ȄƳƭ ƛƴǘƻ 59aƽ ƪƭƽƴнΦ - 

15 Project ProjectGroupInsert EVENT_NAME_PG_INSERT 
Federi Zoard (Administrator) created the BIA 
adatok import teszt project. - 

16 Project ProjectGroupPermDelete EVENT_NAME_PG_PERMDELETE 
Federi Zoard (Administrator) permanently deleted 
the xxxxx project. - 

17 Project ProjectGroupUnDelete EVENT_NAME_PG_UNDELETE 
Federi Zoard Bence (Administrator) restored the 
59aƽ ƪƭƽƴн project. - 

18 Project ProjectGroupUpdate EVENT_NAME_PG_UPDATE 
Federi Zoard Bence (Administrator) modified a 
project group. (Zoard_eng_test003) - 

19 Project User ProjectUserDelete EVENT_NAME_PROJECTUSER_DELETE 
Zoard Federi (Administrator) deleted a project 
ƳŜƳōŜǊΦ ό½ƻłǊŘ ¢ŜǎȊǘΣ ½ƻŀǊŘψŜƴƎψǘŜǎǘллоύ - 

20 Project User ProjectUserInsert EVENT_NAME_PROJECTUSER_INSERT 
Zoard Federi (Administrator) added a new project 
group member. (Elek Teszt, Zoard_eng_test003) - 

21 Project User ProjectUserUpdate EVENT_NAME_PROJECTUSER_UPDATE 
Zoard Federi (Administrator) modified a project 
member. (Elek Teszt, Zoard_eng_test003) - 

22 Organization OrganizationDelete EVENT_NAME_ORGANIZATION_DELETE 
Federi Zoard Bence (Administrator) deleted an 
organization. (aaaaa) - 

23 Organization OrganizationInsert EVENT_NAME_ORGANIZATION_INSERT 
Federi Zoard Bence (Administrator) added a new 
organization. (ddddd) - 

24 Organization OrganizationUpdate EVENT_NAME_ORGANIZATION_UPDATE 
Federi Zoard Bence (Administrator) updated an 
organization. (dddd) - 

25 Role RoleDelete EVENT_NAME_ROLE_DELETE 
Federi Zoard (Administrator) deleted the teszt 
ǘǀǊǀƭƘŜǘǃ ǊƻƭŜΦ - 

26 Role RoleInsert EVENT_NAME_ROLE_INSERT 
Federi Zoard (Administrator) created a new role. 
The new role is: ttttt - 

27 Role RoleUpdate EVENT_NAME_ROLE_UPDATE 
Federi Zoard Bence (Administrator) update a role. 
The role is: testtt - 

28 Application Application start - - - 

29 Application Application stop - - - 
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3. SeCube4 installation description 

This chapter covers the installation steps for SeCube4 for both single and multi-node deployments. Each 

section also contains the necessary prerequisites and system requirements. 

3.1. Installing a node system 

The following section describes the hardware and software infrastructure required to build a single-node 

system. 

3.1.1. System requirements 

Regarding the physical structure of the system, the following server and client side components are 

distinguished. 

3.1.1.1. Servers (phisical or virtual servers) 

3.1.1.1.1. Application and webserver:  

Hardware or virtual device for running Windows Server operating system and network 

communication (supported: VMware and Hyper-V). Storage capacity should be determined taking 

into account the needs of the operating system and the amount of user documents stored in the 

SeCube system. 

o Hardware requirements: 

Á Minimal HDD requirements (a total of one HDD is required, the size of which must 

be calculates as follows): 

¶ Operating system: 80 GB 

¶ Local SQL Express: 20 GB 

¶ SeCube4 application and document management: varies according to 

customer needs, minimal 10 GB 

Á Processor: 2 GHz, 2 core 

Á Memory: minimum 8 GB 

o Software requirements: 

Á Operating system: Microsoft Windows Server 2016 Standard or later 
Á IIS: Internet Information Services 7.0 or later 
Á .NET CLR: Microsoft .NET Framework 4.7, ASP .NET 4.7, IIS URL Rewrite 

modul 
Á  

 
Important: If you are running Windows Server 2016 standard operating system on the 
application server, you must install the .NET Framework 4.7 manually! 

 

3.1.1.1.2. Database server: 

 

The database management service can be locally on the application server or on a stand-alone 

server. A minimum of 20 GB of storage is required for the SeCube database. 
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o Software requirements: 

Á Local SQL database: Microsoft SQL Server 2016 Express or later. In this case, 

the following components are required: 

¶ Database Engine Services 

¶ Client Tools Connectivity 

Á Central SQL database: Microsoft SQL Server 2016 or later 

3.1.1.1.3. Clients 

 

A hardware device capable of running a browser as well as network communication. The system's 

client-side processor performance requirements meet the performance of widespread workstations, 

laptops, memory requirements of a minimum of 8 GB. 

o Browser requirements: 

Á Google Chrome (v. 86.0.4240.183-t·l) 

Á Microsoft Edge (v. 86.0.622.63-t·l) 

Á Firefox (v. 82.0.3-t·l) 

Á Safari (v. 14.0-t·l) 

o When using MS Excel Add-in, the following components are required: 

Á MS Office Excel 2016 or later 

Á MS .net Framework 4.5 or later 

Important: The SeCube Excel Add-in is not supported in the web application for the 

Office365 subscription! 

3.1.2. Installing Windows Server 2019 Standard 

Follow these steps to install the opretaing system: 

1. Install Microsoft Windows Server 2019 Standard with basic settings and components. 

2. Add the following roles: 

a. IIS (from the Application Development menu, select .NET Extensibility 4.7 and ASP.NET 

4.7) 

b. Windows Authenticaton (optional: only for AD authentiocation) 

3. Add the .NET Framwork 4.7 feature. 

4. Install the IIS URL Rewrite modul (Installation kit:  URL Rewrite : The Official Microsoft IIS Site) 

5. Update the operating system with Windows Update. 

https://www.iis.net/downloads/microsoft/url-rewrite
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3.1.3. Installing Microsoft SQL Server Express 2019 (local SQL) 

Follow these steps below to install the database management system: 

1. Start the installer. 

2. Select these Features: 

a. Database Engine Services 

b. Client Tools Connectivity 

3. Select Named Instance with the following name: SECUBE 

4. Select Mixed mode and enter the password for sa user. 

6. Install the SQL Management Studio application. 

7. Update the application with Windows Update. 

3.1.4. Create database 

Start the SQL Management Studio and follow these steps: 

1. Create a new database and run the scripts in ĂDatabaseò directory of that installation package in 

the following order: 

¶ Schema.sql 

¶ Data.sql 

2. Create and assign an SQL user (named Secube) to the database so that the website can later 

connect to the database and ensure that the user has both read and write access to the 

application data tables. To do this, open the database datasheet: 
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3. On the Ăfilesò form, enter the name of the created user in the ĂOwnerò field. 

Important:  If the internal operating rules prohibit the creation of such a user, then an AD service 

user can also be specified as the Owner. This user van match the user used for AD authentication. 

4. Open the ĂClientò table and fill in the ĂClientNameò (short name of the client) and FullName (full 

name of the client) fields in the record.: 

 

 
5. Running the database update scripts. 

 
Important: If required the release version number, the available update scripts must also be run after 
the database initialization script! 
  
Important: Before running, make sure you are running on the corrent Client database (not the Master 
database! ï which is the default SQL handler) 
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3.1.5. Create SeCube website  

Create a website with the followng steps: 

1. Create a Secube directory within th c:\initpud folder, and then copy the contents of the WebSite 

folder in the installation set to this directory. 

Important!: Do not copy the files to the default c:\initpub\wwwroot directory! 

2. Start the IIS Manager. 

3. Delete the Default Website-ot. 

4. Create a new Application pool with the appropriate Framework named SeCube: 

 
 

5. Open the Advanced Settings window of the new Application pool and set the Identity parameter 

under Process Model to Network Service. 

6. Create or add a server certificate as follows: 

a) Select the top level on the left (webserver name). 

b) Select the Server Certificate. 

c) The right side can be selected from the following: 

Á You can import a certificate issued by an external CA, 

Á or create a Self-Signed certificate 

7. Create a new website: 
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8. Enter the name of the site (SeCube) and its physical access, the associated application pool and 

the previously created (eg: SeCube) or imported certificate. Host name settings is possible if 

DNS name resolution works. 

 

 

9. For the stable client-server communication you need to set the Ăuploadreadaheadsizeò 

parameter to 204800 value in the IIS: 

a) Select on the left: Sites -> SeCube 

b) Select: Configuration Editor 












































































